
TEMPLATE ONTARIO HEALTH TEAM
DATA SHARING AGREEMENT
This DATA SHARING AGREEMENT (“Agreement”) is made as of [insert effective date] (“Effective Date”) between and among the following health and community organizations:
[Insert list of all OHT Partners]
(each, a Party” and collectively the “Parties”)
Background:
[bookmark: _Ref221703420]The Parties work together to deliver services in the [insert region] region. They are recognized as an Ontario Health Team under the Connecting Care Act, 2019, operating as [insert full legal name of OHT] (the “OHT”).
[bookmark: _Ref221703421]This Agreement sets out the terms and conditions under which the Parties will lawfully share Personal Health Information and other information (“Data”). 
[bookmark: _Ref221703422]The obligations set out in this Agreement may apply to new OHT members who shall become bound by the terms of this Agreement by entering into an adhesion agreement in the form set out in Schedule “E”.
FOR VALUE RECEIVED, the Parties agree as follows:
[bookmark: _Ref217991429][bookmark: _Ref221703423] ‑ Interpretation
0. [bookmark: _Ref221703424]Definitions. In this Agreement, capitalized terms shall have the meaning set out below:
[bookmark: _Ref221703425]“Applicable Laws” means the statutes applicable to the Parties in respect of their obligations under this Agreement, including PHIPA, and the respective regulations thereunder.
[bookmark: _Ref221703426]“Client” means the individuals being served by any Party and should be read to include patient, participant, resident, and population.
[bookmark: _Ref221703427]“Health Information Custodian” has the same meaning as set out in PHIPA.
[bookmark: _Ref221703428]“Personal Health Information” has the same meaning as set out in PHIPA, is of Clients, and includes personal information of Clients in the control of a Party who is not a Health Information Custodian.
[bookmark: _Ref221703429]“PHIPA” means the Personal Health Information and Protection Act, 2004, S.O. 2004, c. 3, Sched. A, as amended from time to time.
[bookmark: _Ref221703430]“Service Provider” means a Party who acts for or on behalf of the other Party in respect of Personal Health Information for the purposes of the other Party.
[bookmark: _Ref221703431]“Service Recipient” means a Party on whose behalf another Party acts in respect of Personal Health Information for their purposes.
[bookmark: _Ref221703432][bookmark: DocXTextRef1]Schedules. The Schedules that form part of this Agreement are as follows:
Schedule “A” – Minimum Privacy and Security Standard
Schedule “B” – Form of Consent
Schedule “C” – Services Schedule
Schedule “D” – Form of Data Protection Addendum
Schedule “E” –Adhesion Agreement
[bookmark: _Ref218242237][bookmark: _Ref221703433] – foundation for data sharing
0. [bookmark: _Ref221703434]The Parties agree that they have shared objectives that rest upon appropriate Data sharing, and that Data sharing can enable improved patient outcomes, better experiences, and more efficient use of resources.
[bookmark: _Ref221703435]The Parties agree that Data sharing does not render them liable for each other’s acts and omissions unless a Party expressly takes on the obligations of a Service Provider or obligations associated with the receipt of De-Identified Data. 
[bookmark: _Ref221703436]Each Party is independent of the other Parties, and solely responsible for its own obligations to Clients. Data sharing under this Agreement does not create new obligations to Clients or alter obligations to Clients. Data sharing under this Agreement shall not be construed as creating a partnership, joint venture, agency, fiduciary or employment relationship between the Parties.
[bookmark: _Ref221703437][bookmark: _Ref221703438][bookmark: _Ref221703439]Notwithstanding their independence, the Parties agree that Data sharing is enabled by good data governance. Each Party shall comply with  all Applicable Laws and  the minimum privacy and security standard set out in Schedule “A”.
[bookmark: _Ref221703440] – MEANS OF Data sharing
0. [bookmark: _Ref219324970]Sharing for the Circle of Care Purpose.
[bookmark: _Ref221703441]In this Agreement, the “Circle of Care Purpose” means to provide, or assist in the provision of, health care.
[bookmark: _Ref221703442]Each Party who is a Health Information Custodian agrees that, unless a Client has expressly imposed restrictions on sharing:
0. [bookmark: _Ref219320081][bookmark: _Hlk218250961]it can and will share Personal Health Information that it has received from a Client for the Circle of Care Purpose with other Parties who are Health Information Custodians as reasonably necessary for the Circle of Care Purpose;
[bookmark: _Ref221703443]express consent is not required for such sharing; and
[bookmark: _Ref221703444]that Personal Health Information that has been shared as such has been “disclosed” under PHIPA, rendering the receiving Party in control of the Personal Health Information it receives, and responsible for it without any obligations owed to the disclosing Party.
[bookmark: _Ref221703445]Each Party who is a Health Information Custodian agrees that a Client may impose restrictions on sharing for the Circle of Care Purpose, and that such restrictions must be honoured. Parties who are Health Information Custodians who disclose Personal Health Information subject to such restrictions shall give notice to receiving Parties in accordance with section 20(3) of PHIPA.
[bookmark: _Ref221703446]A Party that is not a Health Information Custodian may only receive Personal Health Information from a Party that is a Health Information Custodian for the Circle of Care Purpose if it is a Service Provider to the Health Information Custodian (and the Health Information Custodian’s agent under PHIPA) or based on express consent.
[bookmark: _Ref219324965]Sharing with Express Consent.
[bookmark: _Ref221703447]The Parties agree that Personal Health Information may be shared for any purpose with any Party with the express consent of a Client. 
[bookmark: _Ref221703448]The sharing of Personal Health Information between the Parties that is based on express consent shall be based on consent that meets the consent standard set out in PHIPA. 
[bookmark: _Ref221703449]The Parties shall obtain consent to the sharing of Personal Health Information in writing if possible, and shall maintain a complete and accurate record of all written consents obtained. Written consents shall be in a form substantially similar to that set out in Schedule “B”.
[bookmark: _Ref221703450]When the Parties rely on oral consent to share Personal Health Information, the Party obtaining the oral consent shall employ a consent script and shall maintain a complete and accurate record of all oral consents obtained.
[bookmark: _Ref221703451]The Parties who obtain consent to the sharing of Personal Health Information shall, upon request, provide information about the consent to other parties to the sharing for their due diligence and record keeping purposes.
[bookmark: _Ref221703452]The Parties acknowledge that a Client may withdraw consent without retroactive effect. Any Party who receives a withdrawal for a consent to ongoing sharing of Personal Health Information with another Party shall advise the Client that the withdrawal does not have retroactive effect, and that the other Party is not subject to the withdrawal. 
[bookmark: _Ref221703453][bookmark: _Ref219225757]Sharing to prevent harm. 
[bookmark: _Ref221703454]The Parties acknowledge the potential need to share Personal Health Information and other Data for the purpose of eliminating or reducing a significant risk of serious bodily harm. They further acknowledge their ability to share such information without express consent based on section 40(1) of PHIPA.
[bookmark: _Ref221703455]Sharing De-identified Data. 
[bookmark: _Ref221703456]The Parties agree that Personal Health Information may be shared for any purpose with any Party if it is de-identified in accordance with the guidance provided by the Information and Privacy Commissioner/Ontario (“De-identified Data”).
[bookmark: _Ref220955210][bookmark: _Ref221703457][bookmark: _Ref221704930][bookmark: _Ref221704931][bookmark: _Ref221704932]A Party that receives De-identified Data from another Party shall:  refrain from re-identification;  employ reasonable security measures to protect it from loss, theft, and misuse; and  abide by all other written directions of the disclosing Party. Requirements (ii) and (iii) shall not apply to De-Identified Data that has been de-identified to a degree suitable for public release, in accordance with the guidance provided by the Information and Privacy Commissioner/Ontario.
[bookmark: _Ref221703458]“Indigenous Data” means De-identified Data that is about Indigenous Peoples (First Nations, Inuit and Métis), communities, Nations, lands, and resources.
[bookmark: _Ref221703459]The Parties agree that the collection, use, disclosure, storage, retention, analysis, sharing, and disposition of Indigenous Data under this Agreement shall be guided by and aligned with the principles of Ownership, Control, Access and Possession (the “OCAP Principles”), as those principles are articulated by the First Nations Information Governance Centre, as well as by Inuit Qaujimajatuqangit and the Principles of Ethical Métis Research where applicable. They shall also be guided by and aligned with the principles of Collective benefit, Authority to control, Responsibility and Ethics (the “CARE Principles”) created by the Global Indigenous Data Alliance to ensure the principles of Findable, Accessible, Interoperable and Reusable (the “FAIR” Principles) re applied in a manner that is consistent with, and does not override, Indigenous data governance principles.
[bookmark: _Ref221703460][bookmark: _Ref221703461][bookmark: _Ref221703462][bookmark: _Ref221703463]The Parties shall, prior to initiating any sharing of Indigenous Data with each other for the purposes of a project:  identify the impacted Indigenous community(ies) and appropriate governing or authorized body(ies);  engage in early, ongoing, and good-faith engagement; and  obtain all necessary community approvals, in each case on terms acceptable to the Indigenous community(ies).
[bookmark: _Ref221703464]Sharing Confidential Business Information.
[bookmark: _Ref221703465]“Confidential Business Information” means Data of a Party that by its nature is confidential and proprietary, and includes financial information, internal operational information, contractual and commercial information, and information about a Party’s employees, contractors and agents. Except for the personal information of a Party’s employees, contractors and agents, Confidential Business Information does not include data that:
[bookmark: _Ref221703466]was known to or received by the receiving Party before its receipt from the disclosing Party (unless acquired on a confidential basis), and such knowledge or receipt is documented);
[bookmark: _Ref221703467]was public knowledge at the time received by the receiving Party or later became public knowledge through no fault of the receiving Party; 
[bookmark: _Ref221703468]was independently developed by a Party without reference to the Confidential Business Information previously disclosed by a Party; or
[bookmark: _Ref221703469]is Personal Health Information, which is governed by other parts of this Agreement.
[bookmark: _Ref221703470][bookmark: _Ref221703471][bookmark: _Ref221703472][bookmark: _Ref221703473]Parties shall not disclose any Confidential Business Information of another Party to a third party, except:  with written consent of the relevant Party;  to the extent that disclosure is necessary to meet applicable laws or governmental or public authority directives or other requirements; or  as permitted under the terms of this Agreement.
[bookmark: _Ref221703474]If a Party discovers any loss or compromise of the Confidential Business Information of another Party, it will notify the Party promptly and cooperate with it to mitigate the loss or compromise. Upon request, each Party shall return or destroy (with certification to the relevant Party) all Confidential Business Information of the relevant Party that it is not required to retain by Applicable Laws. However, each Party may, at its option, retain one copy of such Confidential Business Information in its files for archival purposes subject always to the obligations of confidentiality under this Agreement. Each Party may use the Confidential Business Information of another Party to exercise its rights and protect its interests under this Agreement and as required by Applicable Laws.
[bookmark: _Ref221703475] - electronic data sharing
[bookmark: _Ref221703476]Service Provision. 
[bookmark: _Ref221703477]The Parties agree that they have the status of Service Provider and Service Recipient in respect of the “Services” set out in Schedule “C”. 
[bookmark: _Ref221703478]All Services shall be performed by Service Providers in accordance with this Agreement and any additional terms and conditions agreed upon by the Service Provider and the Service Recipient in a project agreement or other collateral agreement. In the event of a conflict, the terms set out in this Agreement shall prevail.
[bookmark: _Ref221703479]Service Providers agree that they bear either the duties of an agent under PHIPA or the duties of a Health Information Network Provider under PHIPA, as set out in Schedule “C”. Service Providers shall also abide by the terms of Schedule “D” in providing the Services.
[bookmark: _Ref221703480]Should a Service Provider under this Agreement be an institution under Ontario’s Municipal Freedom of Information and Protection of Privacy Act or Freedom of Information and Protection of Privacy Act, records processed by the Service Provider shall not be in the Service Provider’s custody or control.
[bookmark: _Ref221703481]System Access.
[bookmark: _Ref221703482]In this provision, “Information System” means a system used to create, collect, process, store, transmit, or manage Data under the control of a Party.
[bookmark: _Ref221703483]A Party may, but is not required to, provide another Party with access to an Information System to facilitate Data sharing in accordance with this Agreement. 
[bookmark: _Ref221703484]The Party receiving access to another Party’s Information System shall:
[bookmark: _Ref221703485]be responsible for the actions of its employees, contractors and agents who access the Information System;
[bookmark: _Ref221703486]work with the other Party to help it enforce the terms and conditions for use of the Information System as they pertain to its employees, contractors, and agents who access the Information System; and
[bookmark: _Ref221703487]promptly notify the other Party of the termination of any of its employees, contractors and agents who have access the Information System.
[bookmark: _Ref221703488]Parties who access Data through another Party’s Information System agree that they are doing so on as “as is” basis, at their own risk, without any representation, warranty, or covenant made or provided pertaining to the Information System or the Data it contains.
[bookmark: _Ref221703489] – Collaboration
[bookmark: _Ref221703490]Each Party shall collaborate in good faith and take all actions reasonably necessary to facilitate the performance of its obligations under this Agreement and the shared objectives of the Parties, though all sharing of Personal Health Information in collaborating shall comply with PHIPA and Applicable Laws. 
[bookmark: _Ref221703491]Each Party shall designate a member of its management team to be the primary contact in respect of any challenges relating to this Agreement (“Primary Contact”). 
[bookmark: _Ref221703492]Each Party shall respond to access requests, correction requests or complaints relating to Client Personal Health Information under its control and shall involve other Parties as required and permitted by PHIPA.
[bookmark: _Ref221703493]If the OHT has established a collaboration council or similar body, the Parties may collaborate through such council or similar body.
[bookmark: _Ref221703494] - liability and indemnification
[bookmark: _Ref221703495]In this article, “Personnel” means a Party’s directors, officers, employees, professional staff, contractors, and agents, including any of their directors, officers, employees, subcontractors, and sub-agents, as applicable.
[bookmark: _Ref221703496]Each Party (“Indemnitor”) shall indemnify and hold harmless each other Party and its Personnel (collectively, “Indemnitees”) from and against all loss, cost, and expense, including all legal expense on a full recovery basis, incurred by the Indemnitees or any of them as a result of or arising from any breach of this Agreement by the Indemnitor, including a breach of this Agreement resulting from an act or omission of any of the Indemnitor’s Personnel, except to the extent that such loss, cost, or expense is caused by the negligence, wilful misconduct, or breach of this Agreement by the Indemnitees or any of them.
[bookmark: _Ref221703497]Limitation on Liability. No Party shall be liable to any other Party for:
[bookmark: _Ref221703498]a Party’s inability to access Personal Health Information through any other Party’s Information System for any reason;
[bookmark: _Ref221703499]any liability resulting from a Party’s, or its Personnel’s, use of its own record of Personal Health Information; or
[bookmark: _Ref221703500]any punitive, exemplary, aggravated, indirect, or consequential damages, including damages for loss of profits, revenue, or business opportunity, or failure to realize expected savings, howsoever derived, and even if it was advised of the possibility of such damages.
[bookmark: _Ref221703501]Insurance. Each Party shall maintain cyber insurance that covers the first party costs of cyber response and covers losses arising out of third-party claims in the amount of at least $[insert amount], per occurrence or claim as applicable. Each Party shall provide evidence of such insurance upon the request of any other Party.
[bookmark: _Ref217991466][bookmark: _Ref221703502] ‑ Term & Termination
[bookmark: _Ref221703503]This Agreement shall come into force and take effect from the Effective Date and shall remain in effect unless earlier terminated in accordance with this Agreement (“Term”).
[bookmark: _Ref217991519][bookmark: _Ref221703504]Any Party may withdraw from and terminate its rights and obligations under this Agreement upon providing not less than ninety (90) days’ written notice to the other Parties. If a withdrawing Party is a Service Provider, it shall comply with the Service Recipient(s)’ instructions regarding the return or secure destruction of all Personal Health Information it received in the course of providing Services.
[bookmark: _Ref217991550][bookmark: _Ref221703505] ‑ General
[bookmark: _Ref221703506]Amendment. This Agreement may be amended only by mutual written agreement. If a change in law or a directive from the Minister of Health or other governmental or public authority necessitates a change in the manner of performing this Agreement, the Parties shall work cooperatively to amend this Agreement to accommodate the change.
[bookmark: _Ref221703507]Assignment and Subcontracting. No Party may assign its rights or obligations under this Agreement without the prior written consent of the other Parties. This Agreement enures to the benefit of and binds the Parties and their respective successors and permitted assigns.
[bookmark: _Ref221703508]No Waiver. No waiver of any provision of this Agreement is binding unless it is in writing and signed by the Party entitled to grant the waiver.
[bookmark: _Ref221703509]Severability. Each provision of this Agreement is distinct and severable. Any declaration by a court of competent jurisdiction of the invalidity or unenforceability of any provision shall not affect the validity or enforceability of any other provision.
[bookmark: _Ref221703510]Counterparts. This Agreement may be executed in any number of counterparts, each of which shall be deemed to be an original and all of which taken together constitutes one agreement. Delivery of an executed counterpart of this Agreement electronically in legible form shall be equally effective as delivery of a manually executed counterpart of this Agreement.
[bookmark: _Ref221703511]Governing Law. This Agreement shall be governed by, and interpreted and enforced in accordance with, the laws of the Province of Ontario and the laws of Canada applicable in the Province of Ontario.
[bookmark: _Ref221703512]Survival. The terms and conditions relating to privacy, security, and indemnification shall survive a Party’s withdrawal from or termination of this Agreement.
The Parties have executed this Agreement as of the Effective Date.
	[Insert name of Party]



	
	[Insert name of Party]



	By:
	
	
	By:
	

	
	Name:
Title:
	
	
	Name:
Title:




[Insert additional signature blocks for all other Parties]
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This template was developed based on legislation existing as of February 2026 and input from the Ontario Health Team Data Sharing Supports Advisory Panel. It is provided for general information purposes and does not constitute legal or other professional advice or a legal opinion of any kind.
This template was developed based on legislation existing as of February 2026 and input from the Ontario Health Team Data Sharing Supports Advisory Panel. It is provided for general information purposes and does not constitute legal or other professional advice or a legal opinion of any kind.
0. [bookmark: _Ref217991367][bookmark: _Ref220313800]

minimum privacy and security standard
[bookmark: _Ref221703513][bookmark: _Ref217991640]Privacy Contact Person. Each Party shall designate a single member of their management team to facilitate the compliance with applicable privacy laws, ensure that all agents of the Party are appropriately informed of their privacy-related duties, respond to inquiries from the public about the Party’s information practices, and respond to individual requests for access and correction and receive privacy complaints from the public.
[bookmark: _Ref221703514]Policies and Procedures. Each Party shall maintain reasonable privacy and information management policies and procedures that that comply with Applicable Laws. Such policies and procedures shall include:
[bookmark: _Ref221703515]a confidentiality policy – i.e., a policy that identifies confidential information and that requires staff and contractors to meet obligations in respect of confidential information; 
[bookmark: _Ref221703516]an acceptable use of technology policy – i.e., a policy that governs staff, contractors and other users of technology to meet obligations, including security related obligations;
[bookmark: _Ref221703517]a records retention and destruction policy – i.e., a policy that supports the keeping of business records for specified periods (based on legal, operational, or historical needs) and supports their secure destruction; and
[bookmark: _Ref221703518]a privacy breach response policy or plan – i.e., a policy or plan that supports an effective response to privacy breaches and potential privacy breaches.
[bookmark: _Ref217991647]Safeguards. Each Party shall use reasonable physical, technical, and administrative safeguards to protect personal information and Personal Health Information. Such safeguards shall include:
0. [bookmark: _Ref221703519]facility/workplace access controls;
[bookmark: _Ref221703520]device tracking and disposal controls;
[bookmark: _Ref221703521]identity and access management controls;
[bookmark: _Ref221703522]endpoint security;
[bookmark: _Ref221703523]logging and alerting;
[bookmark: _Ref221703524]network segmentation;
[bookmark: _Ref221703525]developed practices for administering consent withholdings and withdrawals;
[bookmark: _Ref221703526]developed assessment/auditing practices;
[bookmark: _Ref221703527]developed vendor risk management practices;
[bookmark: _Ref221703528]Training. Each Party shall provide privacy compliance and security training to all its staff and contractors, and shall cause all its staff and contractors to sign a reasonable confidentiality acknowledgement on an annual basis.
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[bookmark: _Ref220313789][bookmark: _Ref221704933]

form of consent
Consent to Disclose Personal Health Information
Purpose of Disclosure
I, [insert name], authorize [insert name of disclosing Party] to disclose my personal health information for the following purpose(s): [insert description of the purpose of the disclosure] (the “Purpose”).
Personal Health Information to be Disclosed
I understand that [insert name of disclosing Party] may disclose the following personal health information: [insert categories of personal health information] (the “Personal Health Information”).
Recipient(s) of Personal Health Information
[Insert name of disclosing Party] may disclose my personal health information to [insert name(s) of receiving Party(ies)].
Consent
By signing below, I acknowledge that:
· I understand that I may restrict or withdraw this consent at any time by providing written notice of the same to [insert name of disclosing Party]’s Privacy Officer, using the contact information provided below;
· I understand that any withdrawal of consent will not have a retroactive effect on any disclosures made prior to such withdrawal; and
· this consent remains valid unless and until it has been withdrawn.
Questions
Please direct any questions about this consent form or your rights under PHIPA to the [insert name of disclosing Party]’s Privacy Officer: [insert email address and phone number of Privacy Officer]
Signature: ______________________________
Print Name: ______________________________
Date: ______________________________
Relationship to Individual (if applicable): ______________________________
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[bookmark: _Ref220313783][bookmark: _Ref221704934]

services schedule
	Service Provider
	Service Provider a HINP (y/n)
	Service Recipient(s)
	Description of Service

	
	
	
	

	
	
	
	



Schedule “A” [bookmark: _Ref220313776][bookmark: _Ref221704935]

data protection addendum
[bookmark: _Ref221703529][bookmark: _Ref432057740]Definitions. For the purposes of this Schedule:
“Agreement” means the Data Sharing Agreement to which this Schedule is appended.
“Authorized Purpose” means the Service Provider’s use of Client Data for the purpose(s) described in Schedule “C” of the Agreement.
“Client Data” means all data provided to Service Provider by Service Recipient and others pursuant to the Authorized Purpose and/or created by Service Provider for the Authorized Purpose.
All other capitalized terms used in this Schedule shall have the meaning ascribed to them in the Agreement. 
[bookmark: _Ref20994624]Compliance with Applicable Privacy Legislation. Service Provider shall comply with Applicable Laws in its handling of Client Data.
[bookmark: _Ref221703530]Purpose Limitation; Ownership. All use of Client Data by Service Provider shall be limited to the Authorized Purpose and used only as reasonably necessary for the Authorized Purpose. As between Service Recipient and Service Provider, Data shall always be and remain the sole property of Service Recipient.
[bookmark: _Ref214871914][bookmark: _Ref214873782]Transfers to third parties. Service Provider may only share, transfer, disclose or otherwise provide access (“Transfer”) Client Data to third parties with prior written authorization of the Service Recipient. Service Provider must flow down the requirements of this Schedule to any authorized subcontractors to whom it Transfers Client Data in a written agreement binding upon each such authorized subcontractor. Service Provider shall be solely responsible for all acts and omissions of its authorized subcontractors.
[bookmark: _Ref221703531]Cross-border Transfers. Service Provider shall not Transfer Client Data to any person located outside of Canada without the Service Recipient’s prior written consent.
[bookmark: _Ref221703532][bookmark: _Ref519761858]Access Requests. If Service Provider receives an individual’s request for access to Client Data, it shall promptly inform Service Recipient and provide all relevant information about the request to Service Recipient. Service Provider shall promptly comply with Service Recipient’s instructions in responding to the request.
[bookmark: _Ref221703533]Notice of Process. In the event Service Provider receives a legal demand for production of Client Data to any third party, it agrees to immediately notify Service Recipient to allow Service Recipient to have the option to object to such action. Service Provider shall reasonably cooperate with Service Recipient in such objection and shall minimize any disclosure of Client Data to that strictly required by law.
[bookmark: _Ref214872051]Data Security Program. Service Provider shall maintain a security program that contains administrative, technical and physical safeguards to protect Client Data from loss and theft, in addition to unauthorized access, use, modification and disclosure. The safeguards shall be appropriate considering the size, scope and type of Service Provider’s operation and the type and sensitivity of the Client Data. The safeguards shall include, at a minimum:
[bookmark: _Ref221703534]adopting the least privilege principle for governing use of Client Data, and enforcing the same among Service Provider personnel;
[bookmark: _Ref221703535]requiring all Service Provider personnel to sign confidentiality acknowledgements on an annual basis;
[bookmark: _Ref221703536]regularly training Service Provider personnel on their confidentiality obligations and enforcing the obligation to protect Client Data;
[bookmark: _Ref221703537]regularly training Service Provider personnel on cyber and other data security threats;
[bookmark: _Ref221703538]having and maintaining a procedure for securing Client Data when Service Provider personnel depart from employment, including without limitation prompt notification to Service Recipient of any such departures.
Should the Service Provider become unable to meet this obligation, it shall immediately notify Service Recipient. 
[bookmark: _Ref221703539]Security Review and Audit
[bookmark: _Ref221703540]Service Provider shall allow Service Recipient to conduct a reasonable review or audit to address the security and privacy of Client Data at least once annually and after the implementation of a new technology/design, after a material change in data use, after an incident or if there is a change in risk profile. Service Provider shall provide its full cooperation with any such reviews or audits. Such review or audit may, at Service Recipient’s option, be conducted on-site or through surveys and interviews or by Service Recipient’s personnel or Service Recipient’s contracted third party assessors.
[bookmark: _Ref221703541]Service Provider shall give Service Recipient prompt notice of any findings made as part of its own reviews, audits or assessments (including as part of penetration tests and vulnerability assessments) that reveal a material risk to the security of Client Data, and shall keep Service Recipient informed of its remediation efforts.
[bookmark: _Ref221703542]Data Incidents
[bookmark: _Ref221703543]Informing Service Recipient of Data Incident. Service Provider shall immediately notify Service Recipient of any reasonably suspected or actual unauthorized access to, use, loss or disclosure of Client Data (“Data Incident”). While the initial phone notice may be in summary form, a comprehensive written notice shall be given within 72 hours to Service Recipient. The notice shall summarize, in reasonable detail, the nature and scope of the Data Incident and the corrective action already taken or to be taken by Service Provider. The notice shall be supplemented regularly with all details reasonably requested by Service Recipient, inclusive of relevant forensic reports or, if privileged, facts the same as those set out in relevant forensic reports. Service Provider shall promptly take all necessary and advisable corrective actions, and shall cooperate fully with Service Recipient in taking all reasonable efforts to mitigate the adverse effects of Data Incident and to prevent its recurrence.
[bookmark: _Ref221703544]Informing Service Recipient of Privacy Complaint. Service Provider shall immediately notify Service Recipient of any complaints or concerns relating to Client Data (“Privacy Complaint”). While the initial phone notice may be in summary form, a comprehensive written notice shall be given within 72 hours to Service Recipient.
[bookmark: _Ref221703545][bookmark: _Ref432057763]Service Recipient Leadership. Service Recipient shall control the response to Data Incidents and Privacy Complaints, including (as required) by notifying insurers, retaining legal counsel to jointly represent the parties, and by determining whether any notice of a Data Incident is to be given to any person, regulator or research ethics board, and if so, the content of that notice. Service Recipient shall act in the parties’ shared interests, and Service Provider shall cooperate with Service Recipient and support its response.
[bookmark: _Ref221703546]Secure Disposition
[bookmark: _Ref214872086][bookmark: _Ref30007249]Service Provider shall either securely return or dispose of all Client Data under its possession and in the possession of any third party to whom it transferred Client Data upon termination of the Services or upon Service Recipient’s instructions. Service Provider shall do so in accordance with Service Recipient’s reasonable instructions and at its own expense. Any such disposal must ensure that Client Data is rendered permanently unreadable and unrecoverable. Service Provider shall provide Service Recipient a certification of compliance with this section by an authorized officer. 
[bookmark: _Ref221703547]Interpretation
[bookmark: _Ref221703548]Notwithstanding any entire agreement clause or clauses in the Agreement, this Schedule shall be an integral part of the Agreement and constitute, with the Agreement, the entire agreement between the parties with respect to the subject matter thereof, and any prior representations, statements, and agreements relating thereto are superseded by the terms of the Agreement. In the event of any inconsistencies between the provisions of this Schedule and any other agreements between the parties, including the Agreement, this Schedule shall take precedence over the Agreement or any other agreements.
[bookmark: _Ref221703549]Provisions in this Schedule that are intended to survive termination shall continue in full force and effect until Service Recipient discharges all of its secure disposition duties.

Schedule “B” [bookmark: _Ref220313726][bookmark: _Ref221704936]

adhesion agreement
	, acknowledges receiving the OHT Data Sharing Agreement,
	(Name of Party)
and by affixing the authorized signature below, hereby accepts and agrees to comply with each and every one of the provisions of the Data Sharing Agreement as if it had affixed its signature/corporate seal directly thereto and as a Party to the Data Sharing Agreement.
IN WITNESS WHEREOF THIS ADHESION AGREEMENT IS SIGNED IN 	,
	(CITY)
ONTARIO ON THIS 	 DAY OF 	
	(day)	(month, year)

	[Name of Party]


	
	



	Authorized Signature
	
	Authorized Signature

	
	
	

	
	
	

	Title
	
	Title
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